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ABSTRACT: Cloud computing has developed from being a promising business thought to one of the quickest 

developing pieces of the IT business. IT associations have communicates worry about basic issues (like security) 

that exist with the far reaching execution of cloud computing. Cloud computing is a promising innovation to work 

with improvement of huge scope, on-request, adaptable computing foundations. Yet, without security implanted into 

imaginative innovation that supports cloud computing, organizations are getting themselves positioned for a fall. 

Cloud computing is the conveyance of computing services over the Web. Cloud services permit people and 

organizations to use software and equipment that are overseen by outsiders at far off locations. Cloud computing 

gives a common pool of assets, including data storage space, networks, computer processing power, and specialized 

corporate and user applications. 
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I. INTRODUCTION 

Cloud innovation is something, which is available at distant area. Cloud can offer types of assistance over network, 

on public organizations or on private organizations (public/private), WAN, LAN or VPN. Applications, for example, 

email, web conferencing all spat cloud [1].Clouds are huge pools of effectively usable and available virtualized 

assets. These assets can be powerfully reconfigured to conform to a variable burden (scale), permitting ideal asset 

utilization. It's a pay-per-use model in which the Infrastructure Supplier through modified Service Level Agreements 

(SLAs) offers ensures ordinarily taking advantage of a pool of assets. Associations and people can profit from mass 

computing and stockpiling focuses, furnished by enormous organizations with steady areas of strength for and 

architectures. Cloud computing consolidates virtualization, on-request sending, Web conveyance of services, and 

open source software. According to one perspective, cloud computing is the same old thing because it uses 

approaches, ideas, and best practices that have proactively been laid out [2]. Cloud computing uses the web and 

focal far off servers to keep up with data and applications. This innovation takes into consideration substantially 

more productive computing by concentrating stockpiling, memory, handling and data transmission. In the new time 

E-Administration is being carried out in agricultural nations to further develop proficiency and viability of 

governance.Respondents from cloud provider organizations say SaaS (55 %)is the most every now and again offered 

cloud service, trailed by IaaS (34 %) and PaaS (11 %). 65% of cloud suppliers in this study send their IT assets in 

the public cloud environment, 18 % send in the private cloud and 18 % are hybrid[3]. 

 

 

 

http://www.ijareeie.com/


 

                                                                                                                               ISSN (Print)  : 2320 – 3765 

         ISSN (Online): 2278 – 8875 

 

International Journal of Advanced Research in  Electrical, 

Electronics and Instrumentation Engineering 

(An ISO 3297: 2007 Certified Organization) 

Website: www.ijareeie.com  

Vol. 6, Issue 2, February 2017 

 

Copyright to IJAREEIE                                                    DOI:10.15662/IJAREEIE.2017.0602070                                           1041   
 

II. CLOUD COMPUTING SECURITY ISSUES 

1. Security 

Where is your data safer, on high security servers or on your neighborhood hard driver in the cloud? Some contend 

that client data is safer when overseen inside, while others contend that cloud suppliers have areas of strength for a 

to keep up with trust and as such utilize a more elevated level of security. In the cloud, your data will be circulated 

over these individual PCs paying little heed to where your base archive of data is at last put away [4]. Enterprising 

programmers can attack basically any server, and there are the insights that show that 33% of breaks result from 

taken or lost workstations and different gadgets and from representatives' incidentally uncovering data on the 

Internet, with almost 16 percent because of insider theft. 

2. Privacy 

Unique in relation to the customary computing model, cloud computing uses the virtual computing innovation, 

users' personal data might be dispersed in different virtual data center(VDC) as opposed to remain in similar actual 

area, even across the public boundaries, right now, data security assurance will confront the contention of various 

overall sets of laws[5].  

Then again, users might release stowed away data while they getting to cloud computing services. Assailants can 

dissect the basic undertaking rely upon the computing task put together by the users. 

3. Reliability 

Servers in the cloud have similar issues as you can have in your own occupant servers. The cloud servers 

additionally experience free times and lulls, the thing that matters is that users have a higher ward on cloud service 

supplier (CSP) in the model of cloud computing [6]. There is a major distinction in the CSP's service model, when 

you select a specific CSP, you might be secured in, consequently bring a potential business secure gamble. 

4. Freedom 

Cloud computing doesn't permit users to have the capacity of the data, leaving the data stockpiling and control in the 

possession of cloud suppliers actually[7]. Clients will fight that this is essential and bears the cost of them the 

capacity to hold their own duplicates of data in a structure that holds their opportunity of decision and safeguards 

them against specific issues beyond their control while understanding the enormous advantages cloud computing 

can bring[8]. 

 

III. THREATS OF CLOUD COMPUTING 

1. Data Breaches 

One of the top dangers to cloud computing is data breaks. All the PC frameworks associated with the Internet can be 

gotten to by basically any person. This uncovered cloud computing service suppliers to the danger of gifted 

programmers with malignant aims [8]. In the quantity of announced instances of server breaks was north of 300 and 

they brought about the deficiency of about10 million data records. An ever increasing number of breaks are normal 

as the quantity of public underground hacking networks keeps on developing [9]. 
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2. Data Loss 

Another serious danger originates from cloud computing service suppliers expected powerlessness to forestall data 

misfortune. In our connected world, the vast majority realize that deficiency of data is unavoidable at some point 

[10]. Nonetheless, this danger is intensified by the sheer measure of data dealt with by cloud computing service 

suppliers. There is expanding measure of delicate data handed-off to cloud computing firms and this data could lose 

all sense of direction in quite a few different ways, including through unplanned erasure or debasement. 

3. Account Hijacking 

Hijacking of records at cloud computing organizations is another possibly serious danger. It is generally workable 

for approved organization personnel to remotely get to cloud data through cell phones or far off PCs [11]. "The 

potential for account hijacking, or data hijacking, increments when workers are getting to delicate data by means of 

distant stages that don't be guaranteed to have the security components set up that would somehow exist at a 

workstation PC". 

4. Denial of Service 

In spite of the fact that it doesn't seriously influence uprightness of the data put away in cloud computing servers, 

forswearing of service can briefly deny access of data to genuine users. 

IV. SOLUTION FOR SECURITY ISSUES IN CLOUD COMPUTING 

 

1. Data segregation & Recovery: 

Make sure that encryption is available at all stages, and that these encryption schemes were designed and tested by 

Experienced professionals. Even if we don't know where our data is, a cloud provider should tell us what will 

happen to our data and service in case of a disaster [12]. Any offering that does not replicate the data and application 

Infrastructure across multiple sites is vulnerable to a total failure. We can ask our provider if it has "the ability to do 

a complete restoration, and how long it will take. 

2. Data security: 

Security will need to move to the data level so that enterprises can be sure their data is protected wherever it goes. 

For example, with data-level security, the enterprise can specify that this data is not allowed to go outside of the 

European Union. It can also force encryption of certain types of data, and permit only specified users to access the 

data [13]. 

3. Application security:  

This is where the security featuresand requirements are defined and application security testresults are reviewed. 

Application security processes,secure coding guidelines, training, and testing scripts andtools are typically a 

collaborative effort between thesecurity and the development teams. Although productengineering will likely focus 

on the application layer, thesecurity design of the application itself, and theinfrastructure layers interacting with the 

application, thesecurity team should provide the security requirements forthe product development engineers to 

implement [14]. 

 

V. CONCLUSION 

We can likewise Give Security by having a public key infrastructure on each layer that we examine in this paper. 

The SLA's examine just about the services gave and the given in the event that the services not met the 

understanding, but rather this don't actually help the clients satisfying their losses. On one hand, the security 
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sensitive uses of a Cloud computing require serious level of security then again, cloud computing are innately 

defenseless against security assaults. Consequently, there is a need to make them safer and hearty to adjust to the 

requesting necessities of these networks. the cloud, be sure that you distinguish what data you will put out in the 

cloud, which will approach that data, and what you should ensure it is protected. 
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