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ABSTRACT: This paper proposes a lossless, image encryption and decryption using LSB algorithm, and combined
reversible data hiding schemes for cipher text images encrypted by public key cryptosystems with probabilistic and
homomaorphic properties. In the lossless scheme, the cipher text pixels are replaced with new values to embed the
additional data into several LSB-Planes of cipher text pixels by multi-layer images. Then, the embedded data can be
directly extracted from the encrypted domain, and the data embedding operation does not affect the decryption of
original plaintext image. In the reversible scheme, a pre-processing is employed to shrink the image histogram before
image encryption, so that the modification on encrypted images for data embedding will not cause any pixel
oversaturation in plaintext domain. Although a slight distortion is introduced, the embedded data can be extracted and
the original image can be recovered from the directly decrypted image. Due to the compatibility between the lossless
and reversible schemes, the data embedding operations in the two manners can be simultaneously performed in an
encrypted image. With the combined technique, a receiver may extract a part of embedded data before decryption, and
extract another part of embedded data before decryption, and extract another part of embedded data and recover the
original plaintext image after decryption.
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I.LINTRODUCTION

Now a days the data security and data integrity are the two challenging areas for research. There are so many research
is progressing on the field like internet security, steganography, cryptography. Encryption and data hiding are two
effective means of data protection. While the encryption techniques convert plaintext content into unreadable cipher
text, the data hiding techniques embed additional data into cover media by introducing slight modifications. In some
distortion-unacceptable scenarios, data hiding may be performed with a lossless reversible manner and Least
Significant Bit (LSB) Algorithm.

Commonly the data hiding method is lossless if the display of cover signal containing embedded data is same as that of
original cover even though the cover data have been modified for data embedding. For example, the pixels with the
most used color in a palette image are assigned to some unused color indices for carrying the additional data, and these
indices are redirected to the most used color. This way, although the indices of these pixels are altered, the actual colors
of the pixels are kept unchanged. On the other hand, a data hiding method is reversible if the original cover content can
be perfectly recovered from the cover version containing embedded data even though a slight distortion has been
introduced in data embedding procedure. A number of mechanisms, such as difference expansion, histogram shift and
lossless compression have been employed to develop the reversible data hiding techniques for digital images. Recently,
LSB shifting algorithm has been introduced to improve the performance of reversible data hiding.
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In this project the reversible data hiding and LSB shifting algorithms are used. In the reversible scheme, a
preprocessing is employed to shrink the image histogram, and then each pixel is encrypted with additive homomorphic
cryptosystem by the image provider. When having the encrypted image, the data-hider modifies the cipher text pixel
values to embed a bit-sequence generated from the additional data and error-correction codes. Due to the homomorphic
property, the modification in encrypted domain will result in slight increase/decrease on plaintext pixel values,
implying that a decryption can be implemented to obtain an image similar to the original plaintext image on receiver
side. Because of the histogram shrink before encryption, the data embedding operation does not cause any
overflow/underflow in the directly decrypted image. Then, the original plaintext image can be recovered and the
embedded additional data can be extracted from the directly decrypted image.

The LSB shifting algorithm is applied here on the encrypted image and on the input data which is to be secured. Here
Least Significant Bits are shifted the shifting process is same as an 8-bit shift register of Parallel input and serial output
method (PISO). The bit shifting is performed according to the clock cycle, each bit require one clock cycle to complete
their shifting process. Data embedding is the very important process in our project. Here the Pixels are selected based
on the Pixel ratio which depends on the input image and cipher text size. Due to this data embedding based on pixel
ratio it’s possible to get the encrypted image as same as the input image.

In the reversible scheme, a histogram shrink is realized before encryption so that the modification on encrypted image
for data embedding does not cause any pixel oversaturation in plaintext domain. Although the data embedding on
encrypted domain may result in a slight distortion in plaintext domain due to the homomorphic property, the embedded
data can be extracted and the original content can be recovered from the directly decrypted image. The marked image
generated by this method versus the original image is guaranteed to be above 48 dB. This lower bound of PSNR is
much higher than that of all reversible data hiding techniques reported in the literature.

Il. LITERATURE REVIEW
REVERSIBLE IMAGE DATA HIDING WITH CONTRAST ENHANCEMENT

Hao-Tian Wu, Member, IEEE, Jean-Luc Dugelay, Fellow, IEEE, and Yun-Qing Shi, Fellow, IEEE

A novel reversible data hiding (RDH) algorithm is proposed for digital images. Instead of trying to keep the SNR value
high, the proposed algorithm enhances the contrast of a host image to improve its visual quality. The highest two bins
in the histogram are selected for data embedding so that histogram equalization can be performed by repeating the
process. The side information is embedded along with the message bits into the host image so that the original image is
completely recoverable. The proposed algorithm was implemented on two sets of images to demonstrate its efficiency.

REVERSIBLE DATA HIDING

Zhicheng Ni, Yun-Qing Shi, Nirwan Ansari, and Wei Su,lEEE transactions on circuits and systems for video
technology, vol. 16, no. 3, march 2006.

A novel reversible data hiding algorithm, which can recover the original image without any distortion from the marked
image after the hidden data have been extracted, is presented in this paper. This algorithm utilizes the zero or the
minimum points of the histogram of an image and slightly modifies the pixel grayscale values to embed data into the
image. It can embed more data than many of the existing reversible data hiding algorithms. It is proved analytically and
shown experimentally that the peak signal-to-noise ratio (PSNR) of the marked image generated by this method versus
the original image is guaranteed to be above 48 dB. This lower bound of PSNR is much higher than that of all
reversible data hiding techniques reported in the literature.

111. PROPOSED SYSTEM
The proposed system of this paper is shown below; here the LSB algorithm and reversible byte loading are added,

The proposed diagram contains the image to hex data conversion block, this block is used to convert the input image in
to hex data. it will generate RGB value of 8-bit, totally it contains 24 bit output, here the 24 bit output will be loaded to
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buffer memory and then the data is applied to the Data embedding block, the data embedding block is designed based
on reversible data shifting and LSB algorithm, it will read the data from Cipher Text to image/data block, after
embedding the hex data will be converted to image.

R
In;:getlow G Input/vide Hex to
5] oimage L—g Data 5 image/vide
coz\?e(rsi Buffer Embedding 0
B memory conversion
on /

i

Chiper Text
Image/Data

Fig .3.1 Block Diagram of Proposed System

DATA EMBEDDING
The data embedding block is designed using LSB algorithm and bit reversible shifting, the architecture is shown below,

Data embedding
Byte reversible > on pixel ratio —>
—>] LseBi T
shifting
Cipher text Input image

Fig.3.2 Block Diagram of Data Embedding

In the above block diagram the cipher text of key data is read by Byte reversible, and it will generate the output of 8-bit
in reversible order, which means if the input is 48h it’s equivalent of “01001000” in binary, after reversible the order
of the output is “00010010” i.e. 12h. The LSB bit shifting block is same as a 8-bit shift register of Parallel input and
serial output method (P1SO) the diagram is shown below,
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Fig. 3.3 8-hit shift register of Parallel input and serial output method

Here the bit shifting is performed according to the clock cycle, each bit require one clock cycle to complete their
shifting process. The process continues for the remaining bits in the input. The output of the LSB shifting block is
applied to the data embedding block here the output of previous block is embedded according to the pixel ratio. Here
we are selecting the Pixels based on the Pixel ration which depends on the input image and cipher text size.

ADVANTAGES OF PROPOSED SYSTEM
e Reduced distortion
e LSB bit shifting
e Ratio based pixel selection

IV. EXISTING SYSTEM

Encryption and data hiding technique are two effective means of data protection. While the encryption techniques
convert plaintext content into unreadable ciphertext, the data hiding techniques embed additional data into cover media
by introducing slight modifications. In some distortion-unacceptable scenarios, data hiding may be performed with a
lossless or reversible manner.

E di Receiver
Image provider Data-hider ~ Enerypted image Original
.. containing image
Original | Encrypted embedded data Decryption >
image ;|  Image image |  Data |_.
| encryption "| embedding
Lb Data extraction >
Additional
Additional data
data

Fig.4. The above diagram contains, the original image is
The input image data of hex values, it will be using to convert JPEG image to hex data conversion, which means every

JPEG file contain header and data, we are read the data (ASCII) in the image file and the data to be converted into HEX
value, and it will be stored it into the memory buffer. After memory filling the data to be read and given to the Data-
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hider, here we are adding the additional data i.e. the key data of image encryption, here the LSB byte loading technique
will be handled and it will be loaded by random of 8-pixel’s once. The decryption part of diagram is vice versa.

V. REVERSIBLE DATA HIDING ALGORITHM

Reversible data hiding (RDH) approach in image processing is an innovative technique, where the information related
to original cover recovered lossless approach, this lossless data extraction is done once the extraction of embedded
message is successfully completed. The applications related to reversible data hiding are medical imagery, military
imagery and law forensics, where no distortion of the original contents is allowed.

VI. LEAST-SIGNIFICANT BIT (LSB) TECHNIQUE

The least significant bit of some or all of the bytes inside an image is changed to a bit of the secret message. Digital
images are mainly of two types (i) 24 bit images and (ii) 8 bit images. In 24 bit images we can embed three bits of
information in each pixel, one in each LSB position of the three eight bit values. Increasing or decreasing the value by
changing the LSB does not change the appearance of the image; much so the resultant stego image looks almost same
as the cover image. In 8 bit images, one bit of information can be hidden.

The hidden image is extracted from the stego-image by applying the reverse process. If the LSB of the pixel
value of cover image C(i,j) is equal to the message bit m of secret massage to be embedded, C(i,j) remain unchanged; if
not, set the LSB of C(i, j) to m. The message embedding procedure is given below
S(@i,j) = C(i,j) - 1, if LSB(C(i,j)) =land m=0
S(i.j) = C(i,)), if LSB(C(i,j)) =m
S(@i,j) = C(i,j) + 1, if LSB(C(i,j)) =0and m=1
where LSB(C(i, j)) stands for the LSB of cover image C(i,j) and m is the next message bit to be embedded. S(i,j) is the
stego image.

As we already know each pixel is made up of three bytes consisting of either 1 or a 0.

DATA EMBEDDING

The embedding process is as follows.

Inputs: Cover image, stego-key and the text file
Output: stego image

PROCEDURE

Step 1: Extract the pixels of the cover image.

Step 2: Extract the characters of the text file.

Step 3: Extract the characters from the Stego key.

Step 4: Choose first pixel and pick characters of the Stego key and place it in first component of pixel.
Step 5: Place some terminating symbol to indicate end of the key. O has been used as a terminating symbol in this
algorithm.

Step 6: Insert characters of text file in each first component of next pixels by replacing it.

Step 7: Repeat step 6 till all the characters has been embedded.

Step 8: Again place some terminating symbol to indicate end of data.

Step 9: Obtained stego image

VII. ENCRYPTION ALGORITHM

=

Initially reading the file of JPEG and converted it’s to RAW Data Conversion with support of MATLAB

2. After Data conversion, the RAW Data format to store into the Memory module of input data memory,
Parallely the same process will be done it for key data memory but it’s a normal data.

3. Then Read the input data memory and it to be loaded input output memory.
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4. Based upon the ratio of 12:8, 4:1 format, the key data will be read and shift the data, finally the LSB data will
be loaded into the LSB bit of output memory data.
5. Read the output memory data and the RAW data to be converted into the file format of JPEG.

TWMB o B GW YU T L s TSR g g R

Fig 7.1 shows input and output image
VIIl. CONCLUSION

In cryptography the message being sent at one end remains confidential and should be received only by the intended
receiver at the other end. Even though many cryptographic algorithms are developed, The Reversible Data Hiding
algorithm with LSB Shifting is used here for our system due to its extended security and high speed operation. This
extended security is achieved by introducing the LSB Shifting and Pixel based data embedding. Due to this pixel based
data embedding the quality of the encrypted image does not change.

The encryption part of the project is completed for phase one. In future the decryption section will be implemented and
applied the skin cancer application process for cancer detection and rectifying.
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